Kali Cheat Sheet

Directory Commands

e pwd (print working directory)
o Description: Displays the directory the user is currently in
o Usage: pwd

o s (list)
o Description: Displays all files and directories within the current
directory
o Usage:ls
m Is-l ORIl (displays more information about directories/files)
o Example:

total 4@

e cd (change directory)
o Description: Changes the current working directory
o Usage: cd Desktop
m cd Desktop/folderl (traverse multiple directories at once)
m cd ~ (change to home directory)
o Example:



Downloads

~/Downloads

e mkdir (make directory)
o Description: creates a directory within the current directory
o Usage: mkdir newdirectory
e rmdir (remove directory)
o Description: removes an empty directory
o Usage: rmdir newdirectory

mkdir newdirectory

1s

)

rmdir newdirectory

)

1s

File Commands
e touch
o Description: Creates a file without entering a text editor
o Usage: touch newfile.txt

S

touch newfile.txt

1=

newfile.txt

e cat (concatenate)



o Description: displays the contents of a given file
o Usage: cat file.txt

mv (move)
o Description: Moves a file to a specified location
o Usage: mv file.txt destination path

=

mv newfile.txt di

1s different_directory/new_dir/
newfile.txt

cp (copy)
o Description: copies a specified file from your current directory to

another directory
o Usage: cp file.txt home/Desktop

% 1s

copy_file.txt

| — ||

cp copy_file.txt different_directory/new_dir/

1s

copy_file.txt

1s different_directory/new_dir/
copy_file.txt newfile.txt

rm (remove)
o Description: deletes given file or directory
o Usage: rm file.txt
m rm newdirectory



m rm newdirectory -r (recursive, removes directory, all

subdirectories, and all files)

- 1s

copy_file.txt

| = ||

rm copy_file.txt

e file

o

Description: checks the file type of a specified file (txt, pdf, etc.)
o Usage: file file.txt
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® Nano

o Description: a text editor for editing files
o Usage: nano file.txt

m Quit and save with ctrl X and y to save to modified buffer

nano file.tx

L

vagrant(@kali: ~

File Actions Edit View Help

file.txt *
This is my example for nano!

User Commands:

Keep in mind that making changes to the system (such as adding and
removing users) will likely require sudo elevation
e whoami

o Description: Displays the user who is currently logged in
o Usage: whoami



sudo

o

o

whoami

vagrant

Description: Runs a command with administrator privilege after
authentication
Usage: sudo [command that needs administrator privileges|

Permission denied

sudo mv file.
[sudo] password for

su (substitute user)

o Description: switch to another user within the terminal session
o Usage: sudo su - (puts user into a root environment)
m sudo su (username)
su kali
Password:
- /home/vagrant
useradd
o Description: Low level script that creates a new account within
the system
o Usage: useradd newuser
sudo useradd newuserl
adduser
o Description: Higher level script that creates a new account within
the system, prompts for more user information and creates a
home directory for the user.
o Usage: adduser newuser



' sudo adduser newuser?2

info: Adding user “newuser?

info: Selecting UID/GID from range
info: Adding new group ~newus

info: Adding new user ew (10@ with group “newuser2 (1003)

info: ating home di ] ' er?
info: Copying files from J
MNew password:
Retype new password:
passwd: password updated successfully
Changing the user information for newuser?
Enter the new e, or press ENTER for the default
Full Name User 2
Room Number []: 188
Work Phone []: 111-111-1111
Home Phone []: 111-111-1111
Other [1:
Is the information correct? [Y/n] ¥
info: Adding new user "n 2" to supplemental /

info: Adding user ~newuse

e passwd (password)
o Description: sets a password for a specific user
o Usage: passwd newuser
sudo passwd newuserl
ew password:
Retype new password:
passwd: password updated successfully

e userdel (user delete)
o Description: deletes a specific user account
o Usage: userdel newuser

| = ||

sudo userdel newuserl

Networking Commands:
e ip addr (IP address)

o Description: view the IP address of your machine
o Usage:ip addr



ip addr
1: <LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group
ault glen 100

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
i /8 scope host lo

alid_1ft forever preferred_lft forever

F/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
<BROADCAST ,MULTICAST,UP, LOWER_UP> mtu 1588 gdisc fg_codel
roup default glen 1
ink/ether @8:0c:

e ping
o Description: test connectivity to a remote host
o Usage: ping hostname.com (ping by hostname)
m ping 100.100.100.100 (ping by IP address)
m ping -c4 ip.address (pings a given amount of times, here, 4)

ping

s from 8
from f
from f

from |

e traceroute
o Description: tracks a packets path to a remote host
o Usage: traceroute hostname.com (traceroute by hostname)
m traceroute 100.100.100.100 (traceroute by IP address)
m ***signifies that a router has been set to remain
anonymous



3@ hops max,
@.688 ms

e nslookup (Name Server lookup)
o Description: sends a DNS request to check the domain name
associated with an IP address or vice versa
o Usage: nslookup hostname.com (nslookup by hostname)
m nslookup 100.100.100.100 (nslookup by IP address)

nslookup 8
8.8.1in-addr.arpa name

Authoritative answers can be found
5.8 in-addr.ar
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Misc. Commands:
e Clear
o Description: clears the terminal screen
o Usage:clear
e echo
o Description: prints text in a command as a terminal output
o Usage: echo Hello World
m echo Hello World > file.txt (redirects to print “Hello World" to
file.txt instead of the terminal)




| — ||

echo Hello SEC-11@ > echo_file.txt

e

—% cat echo_fil
H'E'-l_ -l_ |:| I_:.I E':_ll'-:"




