
 

 

Kali Cheat Sheet 
 
Directory Commands 

●​ pwd (print working directory) 
○​ Description: Displays the directory the user is currently in 
○​ Usage: pwd 

 
●​ ls (list) 

○​ Description: Displays all files and directories within the current 
directory 

○​ Usage: ls 
■​ ls -l OR ll (displays more information about directories/files)  

○​ Example: 

 

 
●​ cd (change directory) 

○​ Description: Changes the current working directory 
○​ Usage: cd Desktop 

■​ cd Desktop/folder1 (traverse multiple directories at once) 
■​ cd ~ (change to home directory) 

○​ Example: 
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●​ mkdir (make directory) 
○​ Description: creates a directory within the current directory 
○​ Usage: mkdir newdirectory 

●​ rmdir (remove directory) 
○​ Description: removes an empty directory 
○​ Usage: rmdir newdirectory 

 
 
File Commands 

●​ touch 
○​ Description: Creates a file without entering a text editor 
○​ Usage: touch newfile.txt 

 
●​ cat (concatenate) 
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○​ Description: displays the contents of a given file 
○​ Usage: cat file.txt 

 
●​ mv (move) 

○​ Description: Moves a file to a specified location 
○​ Usage: mv file.txt destination path 

 
●​ cp (copy) 

○​ Description: copies a specified file from your current directory to 
another directory 

○​ Usage: cp file.txt home/Desktop 

 
●​ rm (remove) 

○​ Description: deletes given file or directory 
○​ Usage: rm file.txt 

■​ rm newdirectory  
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■​ rm newdirectory -r (recursive, removes directory, all 
subdirectories, and all files) 

 
●​ file  

○​ Description: checks the file type of a specified file (txt, pdf, etc.) 
○​ Usage: file file.txt 

 
●​ nano 

○​ Description: a text editor for editing files 
○​ Usage: nano file.txt 

■​ Quit and save with ctrl X and y to save to modified buffer 

 

 
 

User Commands: 
Keep in mind that making changes to the system (such as adding and 
removing users) will likely require sudo elevation 

●​ whoami 
○​ Description: Displays the user who is currently logged in 
○​ Usage: whoami 
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●​ sudo  

○​ Description: Runs a command with administrator privilege after 
authentication 

○​ Usage: sudo  

 
●​ su (substitute user) 

○​ Description: switch to another user within the terminal session 
○​ Usage: sudo su - (puts user into a root environment) 

■​ sudo su (username) 

 
●​ useradd 

○​ Description: Low level script that creates a new account within 
the system 

○​ Usage: useradd newuser 

 
●​ adduser 

○​ Description: Higher level script that creates a new account within 
the system, prompts for more user information and creates a 
home directory for the user. 

○​ Usage: adduser newuser 
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●​ passwd (password) 

○​ Description: sets a password for a specific user 
○​ Usage: passwd newuser 

 
●​ userdel (user delete) 

○​ Description: deletes a specific user account 
○​ Usage: userdel newuser  

 
Networking Commands: 

●​ ip addr (IP address) 
○​ Description: view the IP address of your machine 
○​ Usage: ip addr 
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●​ ping 

○​ Description: test connectivity to a remote host 
○​ Usage: ping hostname.com (ping by hostname)  

■​ ping 100.100.100.100 (ping by IP address) 
■​ ping -c4 ip.address (pings a given amount of times, here, 4) 

 
●​ traceroute 

○​ Description: tracks a packets path to a remote host 
○​ Usage: traceroute hostname.com (traceroute by hostname) 

■​ traceroute 100.100.100.100 (traceroute by IP address) 
■​ * * * signifies that a router has been set to remain 

anonymous 
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●​ nslookup (Name Server lookup) 

○​ Description: sends a DNS request to check the domain name 
associated with an IP address or vice versa 

○​ Usage: nslookup hostname.com (nslookup by hostname) 
■​ nslookup 100.100.100.100 (nslookup by IP address) 

 
 
Misc. Commands: 

●​ clear 
○​ Description: clears the terminal screen 
○​ Usage: clear 

●​ echo 
○​ Description: prints text in a command as a terminal output 
○​ Usage: echo Hello World 

■​ echo Hello World > file.txt (redirects to print “Hello World” to 
file.txt instead of the terminal) 
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