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Why Network Security Matters

e More devices = more vulnerabilities THE STATE OF DATA BREACHS

o Every connected device can be a target | e oas .
e Security vs convenience 68% 180%
. . HUMAN VULN. EXPLOIT
o Easier access often means weaker protection ELEMENT INCREASE
. $4.88M .
e Real-world impact AVG. COST 12%

INVOLVES Al

o Data breaches: personal info can be stolen

or exposed ndustry
o Financial losses: downtime and recovery oo
can cost millions il
;echnologyanld BostiaF et
° ° ° Pharmaceuticals ost of Data
o Privacy violations: personal data can be  Brcn by

. Cost of Data Breaches by
exposed or misused Industry in 2025



Real world network breach

Allianz Life Insurance (2025)

e A third-party cloud vendor was
hacked, exposing personal data of
most of Allianz Life's 1.4 million US
customers.

o Cause: Vendor-level breach

o Impact: Data exposure,
customer privacy risk

o Lesson: Even secure companies
can be vulnerable through
partners

Allianz @)




Common Network Threats

Passive Attacks: monitoring
network traffic without changing it.

Packet Sniffing: capturing data
using tools like wireshark

Traffic Analysis: Studying
communication patterns to gather
intel

Man-in-the-middle attacks:
intercepting and possibly altering
private communications

Internet

Sender Receiver

Attacker Observmg the
Message

Passive Attack



Common Network Threats

Active Attacks s .

e Denial of Service (DoS): N
Overwhelming network resources %@ q\‘ Tg"d

e Distributed DoS (DDoS): Using

. . [
mMultiple compromised systems —2

e IP spoofing: Faking an IP address

How IP Spoofing Works

[

to impersonate another device

e Session hijacking: Taking over :, e
someone else’s active login oy ti‘ ‘
session

Ia amounts
Victim okta



Common Network Threats

Social Engineering: Tricking people into
Gathering

y giving up sensitive info.
. login data

- 4 e Pretexting - Pretending to be
Exploitation
someone trustworthy to get info

e Phishing - Fake emails or sites steal




Network Vulnerabilities

e Unencrypted communications
(data sent in plaintext)

e Weak Authentication (Default

passwords, pPoor access controls)
NETWORK

VULNERBAILITY

e Unpatched systems (known security

Unmanagerd
mobile

Weak or default devices

o e, flaws not fixed)

tablets etc.)

i e Misconfigured devices (routers,

switches, firewalls set up incorrectly)



Security at Each OSI Layer

Physical Layer Security (Layer 1)

e Physical access controls (locked server rooms, cable

protection)

e \Wireless security concerns (signal interception, rogue access
poiNts)

e Cable tapping (direct access to network cables)

PHYSICAL LAYER n — Transmits raw bit stream over the physical medium




Security at Each OSI Layer

Data Link Layer Security (Layer 2)

e MAC address spoofing: Changing device identifiers
e ARP poisoning: Corrupting address resolution tables

e VLAN security: Isolating network segments

n — Defines the format of data on the network




Security at Each OSI Layer

Network Layer Security (Layer 3)

e |P address spoofing: Faking packet source addresses
e Routing attacks: Manipulating network paths

e |CMP attacks: Using ping and traceroute maliciously

ﬂ — Decides which physical path the data will take




Security at Each OSI Layer

Transport Layer Security (Layer 4)

e Portscanning: Finding open services
e TCP hijacking: Taking over connections

e UDP flooding: Overwhelming connectionless services

e
__ Transmits data using transmission protocols
UBEidn e R PLan s 2 including TCP and UDP




Security at Each OSI Layer

Upper Layers (5-7)

e Application vulnerabilities: Web apps, email, file sharing
e Exploitation: Taking advantage of design flaws

e Malware delivery: Using legitimate protocols to spread threats

__Human-computer interaction layer, where
APPLICATION LAYER applications can access the network services

__Ensures that data is in a usable format and is
PRESENTATION LAYER where data encryption occurs

__Maintains connections and is responsible for
SESSION LAYER controlling ports and sessions




Network Defense Strategies

Defense in Depth

e Multiple security layers: No

Host
Platform OS, patches

single point of failure  euia — e

e Redundant controls: Backup

packet filters

Physical App
Locks, fences SSO, authentication
security guard: and authorl

secu rity Mmeasures

Policies, procedures Dat:
1 1 . ' and awareness
e [he security onion: Peeling e ey
and data classifica

back layers of protection



Network Defense Strategies

Network Segmentation

e DMZ (Demilitarized Zone):
Separating public and private
networks

e VLANS: Virtual network isolation

e Subnetting for security: Limiting

broadcast domains and access

nnnnnnn




Network Defense Strategies

Access Controls MULTI-FACTOR AUTHENTICATION

e Authentication: Proving identity
(passwords, certificates,
biometrics)

e Authorization: Determining R
2 « » o] « —§—» a

permMissions
e Accountin g. Log 9 In g an a L o s ool a
Monitoring access = »




Network Defense Strategies

Firewalls Hardwars Firewal

e Packet filtering: Examining | @ |
individual packets @

e Stateful inspection: Tracking S
connection states R—

e Application layer filtering: Deep |
packet inspection ' 0

e Firewall rules: Allow, deny, and - '

logging policies

&
Managed Service
Firowall



Network Defense Strategies

Intrusion Detection and Prevention

e e Network IDS: Monitoring for
suspicious traffic patterns

e Host-based IDS: Watching
individual systems

e Signature-based detection: Known

attack patterns

e Anomaly-based detection: Unusual

behavior identification



Encryption and Secure Protocols

Cryptography Basics Secure Network Protocols

e Symmetric encryption: e Replacing Insecure
Same key for Protocols
encrypt/decrypt o HTTP » HTTPS

e Asymmetric encryption: (SSL/TLS encryption)
Public/private key pairs o Telnet -» SSH (Secure

e Hashing: One-way data Shell)
integrity verification o FTP - SFTP/FTPS

e Digital signatures: (Secure file transfer)
Proving authenticity and o SMTP > SMTPS (Secure

integrity email)



Secure Protocol Example

Wireshark analysis of

insecure protocol:

& Capturing from Wi-Fi

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
(W4 e "REQRe>=F & ? Q | [
([ [hetp
No. Time Source Destination Protocol Lengtt Info
139 2.576953 192.168.1.127 HTTP/P.. 549 POST
! 79090 192.168.1.127 HTTP/J.. 549 POST
2190 39.646171 192.168.1.127 HTTP

426 GET /

Referer: http: /_auth\r\n

Accept-Encoding: gzip, deflate\r\n
Accept-Language: en-US,en;q=08.9\r\n

\r\n

[Full request URI:
File Data: 76 bytes
Vv JavaScript Object Notation: application/json
v Object
Vv Member: email
[Path with value: /email:ThisIs@MyEmail.InPlaintext]
[Member with value ThisIs@MyEmail.InPlaintext]
String value:} T
Key: email
[Path: /email]
Vv Member: password
[Path with value:l/password:superdupersecurepassword]I
[Member with value: password:superdupersecurepassword]
String value: superdupersecurepassword

Wireshark analysis of

secure protocol:

& Capturing from Wi-Fi
File Edit

4Am g e

View Go Capture Statistics

R &

Analyze

QexsE]

Telephony  Wireless  Tools  Help

S EaqadEqH

(W [tcpstream eq 10

[Header checksum status: Unverified] 0100 of
Source Address: 192.168.1.127
Destination Address: 31.13.66.48
[Stream index: 13]
> Transmission Control Protocol, Src Port: 19496, Dst Port:
v Transport Layer Security

443, Seq: 1,

v TLSv1.2 Record Layer: Application Data Protocol: Hypertext Transfer
Content Type: Application Data (23)
Version: TLS 1.2 (0x@303)

lication Data [..]: fblSe175fad9a804683ee5e4a02cfbb2:
[Application Data Protocol: Hypertext Transfer Protocol]

Encrypted

LN, Time. QuIce. Destination
— 235 4.046264 192.168.1.127 31.13.66.48 TLSvi.2| 257 Application Data |
b 36 2.0%0382 102.108.1.T, T-13.00.28 TESVI-Z 553 APPIICatIion Date
[ 237 4.046375 192.168.1.127 31.13.66.48 TLSv1.2 85 Application Data
> Frame 235: 257 bytes on wire (2056 bits), 257 bytes captured (2056 bits, 78 72 67 d0 65 78 a4 le 38 08 00 45 00 [MExrg-e x- 8- E
> Ethernet II, Src: Intel_a4:le:38 (d@:65:78:a4:1e:38), Dst: Calix_78:72:|| 2919 02 g; 92 ‘;z 3*1’ E: 82 gz gg o0 ;g :8 o1 7; ;; 9: S e
: 2020 4. 4c e 4c a ae e 1 L L#:
¥ Internet Protocol Version 4, Src: 192.168.1.127, Dst: 31.13.66.48 Bl s ks En s i g
0100z« = Version::& 245 d9 a8 04 63 3e €5 e4 a@ 2c fb b2 30 89 eb 76 d2 “h>ee 0oy
--.. 0101 = Header Length: 20 bytes (5) 9 aa ¢5 16 34 72 ca 61 85 21 a7 89 ae dd ba 1a bl ar-a- !-
> Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT) 0060 15 al d5 5f ff 69 @b 16 45 a5 55 18 9a e7 6 60 _+i-- E:U--c0”
TotalLete 20 e fe et e i DM Or s s e ek
\ il o e ac c < s n$-rbe wk---4-g
idencification:jex9zesi(37381) 77 9 35 c1 10 a3 bl a@ 87 87 47 2a 73 9% 27 ¢4  w-5- G*s-
% ©10.usus. = Flags: | @x2yDont fragment 95 Sb da 42 d8 81 21 44 55 ef a4 ba ca 34 1e 34 [B--ID U----4-4
-..0 0000 000Q 0000 = Fragment Offset: @ d7 15 97 @4 3f 7f 78 97 82 5b ab e8 9¢ 7f 6c dc 2x
Time to Live: 128 9e e2 22 a@ 11 2f 39 ee fa 13 dc 99 3@ 93 b8 d2 ".-/9 (-]
BrecaL i) 0 39 45 10 eb b7 00 30 b 9 99 39 25 53 4 17 1~ k. D
w g g 0c0 7a e ii5a L ol
H h :
endeCichecksun: ex0eo0 ilysL detiontdizabiled]) 9f0 @e e8 26 04 53 84 ba 15 18 62 65 29 b5 72 6b 7d - -&S--- -be)-rk}

Encrypted



Encryption and Secure Protocols

VPNs (Virtual Private WiFi Security

Networks)
[

e Site-to-site VPNs:
Connecting office °

locations

e Remote access VPNs: °
Secure connections for
remote workers °

e Tunneling protocols:
IPSec, L2TP, OpenVPN

WEP weaknesses: Easily
broken encryption
WPA/WPA2: Stronger
wireless protection
WPA3: Latest wireless
security standard
Enterprise vs. Personal:
Different authentication
methods



